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Abstract: The total  risk assurance of a new system such as a spacecraft is based on 
initial reviews, testing, and operational experience. The initial reviews include 
inspections, audits, and qualitative and quantitative analyses. The risk assurance 
provided by the initial reviews can be termed the prior risk assurance. The information 
provided by the initial reviews can be qualitative or quantitative.  Bayesian evidence 
analysis is shown to be capable of systematically translating the diverse information to  
a common scale to systematically quantify the prior risk assurance provided. Evidence 
analysis principles and probability rules are used in this translation. The quantified prior 
risk assurance that is obtained can be compared to numerical criteria and can then be 
updated with  testing and operational data to obtain the updated system reliability 
estimate.  Bayesian evidence analysis has a strong background and provides a unique 
capability of quantifying individual sources of risk assurance and the total risk assurance 
provided. The particular methodology presented here is believed to be new.  
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1.     Introduction  

When a newly designed system, such as a new spacecraft, has associated safety or asset 
risks then it is important to assure that these risks have been adequately controlled 
before the system is deemed operational or suitable for production. The risk assurance 
process involves carrying out initial design and process reviews as well as carrying out 
tests and operations. The initial reviews include carrying inspections and audits, as well 
as performing safety, reliability, and risk assessments.   It is important that a systematic 
assessment is made of the risk assurance provided by the initial reviews to compare with 
criteria and to identify gaps. This initial risk assurance can also identify where testing is 
needed and can be subsequently updated with test and operational information. The risk 
assurance that is obtained based on assessment of the results of initial design and 
process reviews is termed here the prior risk assurance.  
     In applying a systematic approach for quantifying the prior risk assurance, it is 
important to distinguish the risk assurance activity as  a separate activity distinct from 
the design, procurement, and construction activities which have the primary 
responsibility for the  ensurance of risk control. “Ensurance” involves the primary 
prevention of failure-causing defects and the achievement of risk control through 
design, procurement, fabrication and construction. “Assurance” is then the verification 
that suitable risk ensurance has been taken to provide sufficient risk control.  The 
responsibility of ensurance rests in the hands of the program or establishment 
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responsible for the design, procurement, and construction.  The responsibility of risk 
assurance generally lies with a separate oversight entity or organization   
     The difference between assurance and ensurance that is relevant for assessment 
purposes lies with the difference in information available. The information available for 
the assurance may not be of the same depth as the hands-on information available to 
those responsible for the design, procurement, and construction.  The information 
sources used to assess the prior risk assurance include available past history, design 
specifications, process descriptions, engineering analyses, and safety, reliability, and 
risk analyses, as well as results of inspections and audits.  
     The systematic approach which is presented here for measuring and quantifying the 
prior risk assurance utilizes the principles of Bayesian evidence analysis. Evidence 
analysis is used in legal and forensic evidence analyses to systematically assess diverse 
evidence to arrive at a finding of the degree of support the innocence or guilt of a 
defendant [1,2].  Evidence analysis is also used in consumer product and safety 
assessments where the compatibility for the finding of the safety or reliability of a 
product is made [3,4].   Bayesian evidence analysis is applied here for quantifying the 
degree of risk assurance provided by a diverse set of evidence    

2.   Classification of the Areas of Risk Assurance Provided by the Evidence 

A first step in evidence analysis is to classify the information sources according to the 
types of evidence provided. For assessing risk assurance, the information sources can be  
classified by the types, or areas, of risk assurance provided. The risk assurance provided 
for each area is then assessed and combined using evidence analysis principles. An 
example classification of risk assurance areas providing total risk assurance is:  
 1.  Management assurance 
 2.  History and legacy assurance 
 3.  Design assurance 
 4.  Software assurance 
 5.  Functional assurance 
 6.  Materials assurance 
 7.  Structural assurance 
 8.  Procurement/Quality Control assurance 
 9.  Fabrication and processing assurance 
 10. Hazards control assurance 
 11 .Failure modes control assurance 
 12. Reliability and risk assessment assurance 

3.    Definition of the Measure of Risk Assurance  

For each information source, the associated evidence is evaluated to assess the degree of 
risk assurance provided.  Since risk assurance is the confidence that risk control is 
ensured, a quantifiable measure of risk assurance is:  

Risk Assurance = The degree of confidence in the ensurance of        (1) 
                risk control  

The degree of non-assurance is one minus the risk assurance and is the lack of 
confidence in risk control being ensured. The degree of risk assurance is not what the  
information source claims but is the degree of assurance provided by separate 
assessment of  the evidence available. For example, an analysis may claim to show low 
risk but have little substantiation thereby providing little assurance.  
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4.    Evidence Attributes  

Based on evidence analysis principles, specific evidence attributes are used to assess the 
confidence provided by the evidence.. For assessing risk assurance the attributes are: 

1. Strength: The force of the evidence in showing risk control is ensured.  The 
degree of strength is the level of risk control that is claimed as being ensured 
along with the emphasis and priority placed on this ensurance.  

2. Credibility: The substantiality of the evidence provided for backing the 
claimed ensurance of risk control. The degree of credibility is the level of 
justification provided for actually achieving the level of risk control claimed. 

3. Comprehensiveness: The completeness of the ensurance of risk control. The 
degree of comprehensiveness is the degree to which all risk-associated 
elements and aspects are covered by the risk control. 

5.   Formulation Determining the Level of Assurance 

In the basic formulations of evidence analysis two alternative situations  are defined, 
such as being innocent versus being guilty or being safe versus being unsafe, and the 
evidence supporting each situation is determined..  As applied to the ensurance of risk 
control, the two alternative situations can analogously be defined: 
               S = risk control is ensured            (2) 
and 
               S = risk control is not ensured.                         (3) 
To quantify the degree of risk assurance provided by a specific piece of evidence E , 
the compatibility, or compliance, of the evidence with the two possible situations needs 
to be evaluated.   Therefore let, 

 )/( SEP = the compatibility of the evidence with the         (4) 
      situation of risk control being ensured 

 and  
)/( SEP = the compatibility of the evidence with           (5) 
      the situation of  risk control not being ensured 

The measure )/( SEP can alternatively be termed the incompatibility with risk control  
being ensured. The specific evidence evaluated can be the specific design specifications, 
a review of past history, the results of a quantitative or qualitative analysis, or results of 
an audit. The information sources moreover can be detailed or be general. It is the   
assessment of an evidence source for its compatibility and incompatibility with risk 
control being ensured that is the basis for the assessment of the risk assurance. 
      The compatibility and incompatibility measures correspond to the likelihoods 
evaluated in Bayesian evidence analysis under the possible two situations. They are key 
measures since they translate the diverse results from different information sources to a 
common numerical scale. Ratings of the compatibility and non-compatibility are based 
on what is expected when risk control is ensured. Guidelines and rating tables as well as 
a software tool are described in subsequent sections which simplify implementations.  
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     Since they involve different possible situations of control and non-control the 
compatibility and incompatibility generally need to separately evaluated. This is not 
necessary if the degree of incompatibility is constrained to be the complement of the 
degree of compatibility: 
                )/(1)/( SEPSEP −=   complementary constraint        (6) 
This complementary constraint states that when there is high compatibility with risk 
control ensurance being instituted  then the incompatibility  is low and vice versa. This 
constraint is often reasonable to employ otherwise each needs to be assessed. 
The degrees of compatibility and incompatibility in turn determine the degrees of 
assurance and non-assurance provided by the information. Define  
  )/( ESP =the assurance in the situation of risk control being ensured        (7) 

 )/( ESP =the non-assurance of risk control being ensured          (8) 
These are the quantitative measures of assurance and non-assurance desired.  Because 
they are conditioned on the same evidence E : 
 )/(1)/( ESPESP −= .            (9) 
To determine the degree of assurance and non-assurance from the compatibility and 
incompatibility of the evidence Bayes rule is applied:  

 
)()/()()/(

)()/()/(
SPSEPSPSEP

SPSEPESP
+

= .        (10) 

where 
)(SP =the   assurance that risk control is ensured         (11) 

before the evidence is evaluated       
)(SP = the  non- assurance that risk control is ensured       (12) 

before the evidence is evaluated 
and where 
 )(1)( SPSP −=            (13) 
 Equation (10)  is the basic assurance formulation that is used to quantify the degree of  
assurance from rating of the compatibility and  non-compatibility of the evidence with 
ensurance of risk control. 
      When the compatibility and non-compatibility are constrained to be complementary 
using Equation (6) then the basic assurance relation becomes also using Equation (13): 

 
))(1)(/(1()()/(

)()/()/(
SPSEPSPSEP

SPSEPESP
−−+

=        (14) 

Thus, in this simpler case, to determine the  degree of assurance )/( ESP , the 
evidence compatibility with ensurance being instituted )/( SEP and the prior  
assurance )(SP are needed.   
    When there is no previous assessment or position for the prior assurance then a non-
informative, or unbiased, initial position can be taken by setting the initial assurance 
equal to 0.5. This represents equal odds that ensurance exists or does not exist: 
      5.0)()( == SPSP   unbiased initial position for the assurance      (15) 
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For an unbiased initial position and using the complementary constraint for the 
compatibility and incompatibility Equation (14) further simplifies to: 
     )/()/( SEPESP =   unbiased and complementary constraint      (16) 
     This intuitive relationship says that for the most basic type of assessment the degree 
of assurance from the evidence )/( ESP  is simply equal to the degree of compatibility 
of the evidence )/( SEP . Even though intuitive, the general relationship, Equation 
(10), is needed to provide the formal justification and the assumptions involved. The 
general relationship also allows more general assessments to be performed as will be 
described..     

6.    Evaluating the Evidence Attributes 

The specific evidence attributes of strength, credibility, and comprehensiveness can be 
separately evaluated to assess the compatibility of the evidence in greater detail. Let 

xcs ,,  = the strength s , credibility c , and  comprehensiveness x        (17) 
   of the evidence 
where “ x ”is used for the comprehensiveness, or exhaustiveness, of the evidence. 
 For the individual attribute compatibilities let 

)/(),/(),/( SxPScPSsP =the individual compatibilities of  the strength       (18) 
                       Credibility and exhaustiveness  

     Similarly, for the non-compatibilities let, 
)/(),/(),/( SxPScPSsP = the individual non-compatibilities of the        (19) 

                        strength, credibility, and exhaustiveness 
     The individual compatibilities and non-compatibilities thus focus on particular 
attributes of the evidence in supporting ensurance and non-ensurance of risk control.   
These individual compatibilities and non-compatibilities of the evidence then need to be 
translated to the individual degrees of assurance provided by the attributes.  Let the 
individual degrees of assurance be: 

)/(),/(),/( xSPcSPsSP = the degrees of assurances provided by              (20)                            
                                    the individual attributes 
     The individual non-assurances are complements of the assurances (one minus the 
assurances).  Again using Bayes rule, the individual degrees of assurance are given by 
the attribute Bayes-evidence relationships. The assurance based on the strength is: 

 
)()/()()/(

)()/()/(
SPSsPSPSsP

SPSsPsSP
+

=         (21) 

     )(SP and )(SP are again the  prior assurances before evaluation. Similar 
relationships apply for the assurances based on the credibility and the 
comprehensiveness with the respective attributes c and x replacing s . The 
complementary constraints for the individual compatibilities can also be applied. For the 
strength it is: 
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 )/(1)/( SsPSsP −=   complementary strength ratings       (22) 
Similar complementary relations can be applied to the other attributes. 
When an unbiased initial position is taken then 5.0)()( == SPSP  can again be used 
for the individual assurance relationships.   Using the complementary constraint and 
unbiased initial position, the assurance based on the attribute is then simply the 
compatibility of the attribute. For the strength attribute: 
 )/()/( SsPsSP =            (23) 
Similar equalities apply for the credibility and comprehensiveness of the evidence. 

7.    Combining the Individual Attribute Assurances  

The individual degrees of assurance based on the individual attributes of a given 
evidence source need to be combined to give the overall assurance from the evidence.  
When all the individual evidence attributes are treated as being necessary then the 
minimum is a suitable combination measure: 
 )))/(),/(),/(min()/( xSPcSPsSPESP =         (24) 
where, )/( ESP is the overall risk assurance from the individual assurances based on 
the attributes of the evidence .E  For the minimum to be above a given value, all the 
individual attribute assurances need to be above the value .  
     As an alternate to the minimum, the average of the individual attribute assurances 
can also be used.  The average is a compensating measure that can have the undesirable 
property that a very low rating in one attribute can be compensated by a high rating in 
another attribute. For example the strength can be high but the comprehensiveness can 
be low because of the narrow focus. To cover the case of a very low rating in an 
attribute, the minimum of the individual assurances can first be taken to determine that 
all attribute ratings are above an acceptable threshold. If so then the average  can be 
taken. Otherwise the minimum can be used.  

8.    Combining Independent Evidence Sources for the Same Assurance Area 

When multiple independent evidence sources exist for a given assurance area, then the 
individual assessments can be combined using Bayesian updating. For this updating,  
the prior  assurance for a subsequent assurance assessment is the degree of assurance 
that is obtained from previous evidence sources. Thus, for a second information source 

2E  in addition to the first information source 1E   the degree of assurance from the two 
evidence sources is given by the  general  Bayes-evidence relation 

))/(1)(/()/()/(
)/()/(),/(

1212

12
12 ESPSEPESPSEP

ESPSEPEESP
−+

=       (25) 

where 1/( ESP ) is  the degree of assurance determined from the first information 

source and ))/( 2 SEP  )/( 2 SEP  are the degrees of compatibility and non-
compatibility from the second source, where for example the compatibility constraint is 
used for the ratings. For multiple sources, the updating continues in a similar fashion. 
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 9.    Combining Assurance Assessments for Different Assurance Areas 

Two basic approaches are appropriate for combining the individual degrees of assurance 
for different assurance areas to obtain an overall degree of assurance for all the areas. 
The first approach involves taking the minimum which is similar to that used for 
combining the degrees of assurance the from individual evidence attributes.. The second 
approach involves taking the importance weighted average of the individual degrees of 
assurance for the different assurance areas. The weights can be directly selected or be 
related to the estimate of their failure contribution. 

Minimum of the Individual Degrees of Assurance 
For the overall assurance )(min SP  as the minimum of the assurances of the individual 
areas we have, 
 ))(),...,(),(min()( 21min nSPSPSPSP = ,        (26) 
where, 
 )( kSP = the degree of assurance for assurance area ka , k=1,…,n.      (27) 
where a total of n different areas are identified such as the previous twelve areas . 
     Taking the minimum of the individual degrees of assurance is useful in identifying 
weak areas where assurance seems to be lacking. Action can then be taken on these 
weak areas to bolster the weak assurance.   
 
Importance Weighted Average of the Individual Degrees of Assurance 
The importance weighted average gives the overall degree of assurance accounting for 
the assessed importances of the assurance areas in assuring a successful flight. For direct 
importance weighting 

 ∑=
n

kk SPISP
1

)()(            (28) 

and where )( kSP  are the individual degrees of assurance for the different assurance 

areas and kI is the assigned relative importances of the assurance areas  
     The importance weights reflect the different assessed relative contributions to the 
overall assurance based on experience and judgment. Uncertainties can be associated 
with the assigned values and sensitivity studies can be carried out. As will be illustrated, 
a spreadsheet can also be developed for simpler implementation. 

Relating the Assurance Contributions to the Probability of Early Failure 

For more detailed assignments, the weights for each assurance area can be related to its 
contribution to the probability of early failure. Let 
 )/( kSFP = the probability of early failure due to lack of        (29) 

           ensurance in area ka , k=1,…,n. 



696                                                          William E. Vesely 

     The conditional probability )/( kSFP  is the probability of failure assuming (given) 

a lack of ensurance in area ka   The probability of a lack of ensurance actually existing 
is the assessed degree of assurance for the area.  
     For the total unconditional failure probability let, 
 )(FP = the probability of an early failure due to lack of        (30)
     ensurance in any of the areas. 
Modeling each assurance area as being capable of causing failure then )(FP can be 
expressed in terms of the series relation: 

 ∏ −=−
n

kk SPSFPFP
1

))()/(1()(1          (31) 

where 
 )( kSP  = the probability of the lack of ensurance in area ka        (32) 
and 
 )(1)( kk SPSP −=            (33) 

and where )( kSP is the degree of assurance for area ka  
      Equation (31) assumes the occurrence of a lack of ensurance in one area is 
independent of the lack of ensurance in another area. If the lack of ensurances are 
dependent then the dependent areas can be grouped into independent areas. The   failure 
probability )(FP  can be interpreted as the predicted prior failure probability from an 
assurance standpoint before operational data are included and can be subsequently 
updated. 
      If the assumption is further made that a failure will occur if there is lack of 
ensurance in an area, i.e., 1)/( =kSFP , then Equation (31) reduces to: 

 ∏ −=−
n

kSPFP
1

))(1()(1   1)/( =kSFP        (33) 

When only a limited number of areas are covered then the previous expressions will 
give the total contribution from those specific areas covered. 

10.   Compatibility and Incompatibility Rating Scales 

To assist in carrying out the assessment, Table 1 gives three level and five level 
categories and associated ratings for assessing the compatibility of the evidence.  The 
ratings can be used either for rating the total evidence or for rating the individual 
attributes of the strength, credibility, and comprehensiveness of the evidence.  In using 
either of these scales, the rating of the evidence is allocated to the category that best fits 
its degree of compatibility. Using complementary ratings, the non-compatibility rating 
is one minus the compatibility rating. Otherwise, the non-compatibility is separately 
rated.   Quantitative uncertainty intervals can also be associated with each of the ratings. 
A uniform uncertainty distribution can be associated with each interval for uncertainty 
propagation. Representing finer ratings, Table 2 divides the five-level rating further into 
a ten-level rating. The coarser ratings in Table 1 are useful for initial assessments and 
when the situation does not warrant finer ratings.  
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Table 1: Three Level and Five Level Rating Categories and Scales 
Value Three Level Rating Midpoint Five Level Rating Midpoint
100%
95%
90%   High Conformance 90%
85%
80%

75% Conformance 75%
70% Conformance 70%
65%
60%
55%
50% Neutral 50% Neutral 50%
45%
40%
35%
30% Non-Conformance 30%

25% Non-Conformance 25%
20%
15%
10% High Non-Conformance 10%
5%
0%  

Table 2: Ten Level Rating Categories and Scales 
 Value Ten Level Rating Midpoint 
100%
95% Very High Conformance 95%
90%
85% High Conformance 85%
80%

75% Conformance 75%
70%
65% Moderate Conformance 65%
60%
55% Minimal Conformance 55%
50%
45% Minimal Non-Conformance 45%
40%
35% Moderate Non-Conformance 35%
30%

25% Non-Conformance 25%
20%
15% High Non-Conformance 15%
10%
5% Very High Non-Conformance 5%
0%  

12.    Implementation of the Process 

A feature of the presented Bayesian evidence analysis is that the relations can be simply 
implemented in a spreadsheet. Figure 1 shows such a spreadsheet tool.  
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PRIOR RISK ASSURANCE QUANTIFIER (PRAQ)
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Management 1 8.3% 50% 50.0% 4.2% 4.2% 17% 1.4%
Strength 50% 0% 100% 29%
Credibility 50% 0% 100%  29%
Comprehensiveness 50% 0% 100% 29%
History and Legacy 1 8.3% 50% 50.0% 4.2% 4.2% 17% 1.4%
Strength 50% 0% 100% 29%
Credibility 50% 0% 100% 29%
Comprehensiveness 50% 0% 100% 29%
Design 1 8.3% 50% 50.0% 4.2% 4.2% 17% 1.4%
Strength 50% 0% 100% 29%
Credibility 50% 0% 100% 29%
Comprehensiveness 50% 0% 100% 29%
Software 1 8.3% 50% 50.0% 4.2% 4.2% 17% 1.4%
Strength 50% 0% 100% 29%
Credibility 50% 0% 100% 29%
Comprehensiveness 50% 0% 100% 29%
Functional 1 8.3% 50% 50.0% 4.2% 4.2% 17% 1.4%
Strength 50% 0% 100% 29%
Credibility 50% 0% 100% 29%
Comprehensiveness 50% 0% 100% 29%
Materials 1 8.3% 50% 50.0% 4.2% 4.2% 17% 1.4%
Strength 50% 0% 100% 29%
Credibility 50% 0% 100% 29%
Comprehensiveness 50% 0% 100% 29%
Structural 1 8.3% 50% 50.0% 4.2% 4.2% 17% 1.4%
Strength 50% 0% 100% 29%
Credibility 50% 0% 100% 29%
Comprehensiveness 50% 0% 100% 29%
Procurement/Quality Control 1 8.3% 50% 50.0% 4.2% 4.2% 17% 1.4%
Strength 50% 0% 100% 29%
Credibility 50% 0% 100% 29%
Comprehensiveness 50% 0% 100% 29%
Fabrication and Processing 1 8.3% 50% 50.0% 4.2% 4.2% 17% 1.4%
Strength 50% 0% 100% 29%
Credibility 50% 0% 100% 29%
Comprehensiveness 50% 0% 100% 29%
Hazard Control 1 8.3% 50% 50.0% 4.2% 4.2% 17% 1.4%
Strength 50% 0% 100% 29%
Credibility 50% 0% 100% 29%
Comprehensiveness 50% 0% 100% 29%
Failure Modes Control 1 8.3% 50% 50.0% 4.2% 4.2% 17% 1.4%
Strength 50% 0% 100% 29%
Credibility 50% 0% 100% 29%
Comprehensiveness 50% 0% 100% 29%
Reliability/Risk Assessment 1 8.3% 50% 50.0% 4.2% 4.2% 17% 1.4%
Strength 50% 0% 100% 29%
Credibility 50% 0% 100% 29%
Comprehensiveness 50% 0% 100% 29%  

Figure 1: Illustration of a Risk Assurance Quantification Spreadsheet 

     In Figure 1, the risk assurance areas are shown at the left. The importance weights 
are entered for each area in the boxed cells, which are then normalized.  The ratings are 
then entered for each attribute in the boxed cells which include the midpoint value and 
assigned upper and lower bounds. The evaluated assurance values for each area are ten 
given along with the normalized weight for the area, the minimum of the attribute 
ratings, and the average of the attribute ratings. The standard deviation of the rating is 
also calculated and he last column gives the weighted standard deviation for each area. 
Finally, the top row labeled “Totals” give the overall assurance results. \ 
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13.  Conclusions 

It is shown that Bayesian evidence analysis provides a systematic way of translating the 
diverse information obtained from design and process reviews to quantitative measures 
of risk assurance.  Both qualitative and quantitative information can be translated and be 
integrated.  The individual quantitative measures of risk assurance obtained for each 
assurance area can be combined to obtain the overall measure of risk assurance. The 
rating guidelines and tables plus spreadsheet software allow effective implementation. 
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